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Rapport McAfee :
41 % des entreprises a travers le monde ne sont pas protégées ou
sensibilisées aux risques de sécurité informatique

Ce nouveau rapport révele que 46 % des entreprises  prévoient de dépenser plus en « Risk &
Compliance » en 2011 dont une grande partie dédiée  aux bases de données.

Le rapport McAfee révele que 41 % des entreprises ne sont pas protégées ou sensibilisées aux risques liés
a la sécurité informatique alors que 40 % des autres ne sont pas complétement convaincues de pouvoir
déployer des outils de contre-mesure, les laissant ainsi vulnérables. Le rapport « Risk & Compliance
Outlook : 2011 », commandé par McAfee et réalisé par EvalueServe, fait ressortir que pour répondre a ces
problématiques, prés de la moitié de toutes les entreprises interrogées compte dépenser, en moyenne, 21 %
de plus en 2011 en solutions de Risk & Compliance. L’enquéte fait apparaitre, de maniére globale, une forte
augmentation des solutions de Risk & Compliance en 2011, avec une grande majorité de CSO (RSSI) et
d’autres cadres décisionnaires, exigeant des solutions intégrées et automatisées, plutbt que des produits
ponctuels.

Global Risk and Compliance Market
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Source: IDC Worldwide Security and Vulnerability Management Forecast (2009-2013)

En regard a la conformité réglementaire, la grande majorité des répondants, a hauteur de 75 %, ne sont pas
convaincus de réussir I'audit réglementaire ; plus de la moitié des entreprises déclarent avoir déja échoué a
un audit. 9 % des entreprises ont indiqué que ces échecs aux audits ont donné lieu a des amendes
provenant de l'industrie ou du gouvernement. Les bases de données représentent également un des plus
grands défis d'infrastructure en termes de conformité aux exigences réglementaires.



Factors to be considered when purchasing risk and compliance products
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Source: Evalueserve Primary Research

Enseignements clés additionnels :

* 41 % des entreprises indiquent qu’elles vont investir dans une solution de supervision de la base de
données ;

» 45 % des entreprises appliquent des correctifs systéeme chaque semaine ;

* 49 % des entreprises s’efforcer de se « sur protéger » en appliquant tout type de correctifs ;

» 84 % des répondants estiment que leurs affaires et opérations de sécurité sont impactées en raison
de I'engrenage des correctifs ;

* 37 % ne sont pas confiants en sachant que leurs actifs doivent étre corrigés lorsqu’une menace
apparait ;

* 24 % des entreprises dépensent plus de $ 250 000 par an en audits ;

» la conformité est pergue comme un budget principal pilote pour 25 % des projets informatiques ;

» Plus de 40 % des entreprises se mettent en mode « échange de tirs » a I'approche d'un audit
réglementaire, détournant des ressources critiques au détriment des priorités stratégiques ;

* 39 % ne sont pas convaincues d’'étre en mesure de traduire les risques informatiques en risques
pour leurs affaires ;

e 56 % des entreprises ont indiqué que I'ajout de « contre-mesures de sensibilisation » a leur analyse
du risque fournirait un plus grand avantage ;

* 60 % des répondants estiment que plus de 10 % de temps d’arrét est attribuable a des modifications
non autorisées se déroulant tout au long de I'année.



With 1 being the biggest challenge and so on, please rank your 5 biggest challenges in risk management

Discovering threats 277

Discovering vulnerabilities 2.74

Knowing which systems are adequately protected
from threats

Quantifying the impact of threats on our
enviranment

Matching vulnerabilities to threats

Remediation

Focusing efforts on the most valuable
assets/applications

Source: Evalueserve Primary Research

Which of the following IT controls do you currently use/deploy to achieve compliance, and which
ones do you plan to implement in 20117

Configuration Assessment 75% 19% 5%
File Integrity Moritoring B8 % 21% 5%
Database Activity Moritoring 68% 25% 7%
Maoritoring Corfiguration Charges 62 % 31% 7%

Preverting Configuration Charges 56% 32% 12%

Audit Reporting 54 % 35% 12%

Integrate with |1 Change Management Processes 53% 32% 14%

W Currently deployed W Mot currently deoloyed but planned for future

Neither planned nor currently denloyed

Source: Evaluezerse Frimary Rezearch

Pour télécharger I'intégralité de ce rapport, rendez-vous a I'adresse :

http://www.mcafee.com/us/resources/reports/rp-risk-compliance-outlook-2011.pdf

Vous trouverez également plus de détails dans le communiqué de presse ci-dessous.
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MCAFEE REPORTS 41 PERCENT OF ORGANIZATIONS ARE NOT PROTECTED
AGAINST OR AWARE OF SECURITY RISKS

New Report Finds 46 Percent of Organizations Plan to Spend More on Risk and Compliance
in 2011 with Much of that Focused on Databases

SANTA CLARA, Calif. - Feb. 23, 2011 — McAfee, Inc. (NYSE:MFE), today announced new research which
found that 41 percent of organizations are not well aware of or protected against IT security risks. Another 40
percent are not completely confident they can accurately deploy countermeasure products thus leaving them
at risk. The report Risk and Compliance Outlook: 2011, commissioned by McAfee and conducted by
EvalueServe - found that to address these concerns, nearly half of all companies plan to spend an average
of 21 percent more in 2011 on Risk and Compliance solutions. Overall, the survey indicated strong growth
for risk and compliance products in 2011 with the majority of CSO’s and other decision-making executives
demanding integrated and automated solutions rather than point products.

In regards to regulatory compliance, the vast majority, 75 percent of respondents, are not confident that they
will pass a regulatory audit, with more than half of organizations stating that they have already failed an
audit. Nine percent of companies indicated that these audit failures resulted in industry or government fines.
Databases also ranked as the biggest infrastructure challenge in terms of complying with regulatory
mandates.

Additional Key Findings:

* 41% of companies indicating they will be investing in Database Activity Monitoring

» 45% of companies are patching systems every week

*  49% of companies stated that they try to ‘over protect’ by patching everything

* 84% of the respondents feel that their business and security operations are impacted due to out-of-
cycle patches

» 37% are not confident in knowing which assets need to be patched when a new threat materializes

e 24% of organizations are spending more than $250,000 annually on auditors

» Compliance is perceived as the main budget driver for 25 percent of IT projects

* More than 40 percent of organizations get into “fire-fight mode” when a regulatory audit approaches,
diverting critical resources away from strategic priorities

* 39% are not confident of being able to translate IT risks into business risks

* 56% of organizations indicated adding “Countermeasure-Awareness” to their risk analysis would
provide the biggest benefit

* 60% of the respondents believe that up to 10% of downtime is attributable to unauthorized changes
that take place over the entire year

“Organizations are under increasing pressure to protect customer information and privacy, as well as their
own sensitive business information, driving the need for a strong focus on risk and compliance
management,” said Stuart McClure, senior vice president and general manager of risk and compliance for
McAfee. “As the results of this study show, companies recognize the need to improve risk management
through better identification of threats, vulnerabilities and countermeasures, as well as the need to improve
policy compliance through more automation of IT controls.”

About the Report:

The independent research for the Risk and Compliance Outlook was conducted by Evaluserve on behalf of
McAfee. The survey includes responses from 353 IT decision makers, consultants and security analysts from
companies with more than 500 employees who are involved in evaluation, selection, day-to-day
management and maintenance of security products. Surveys were conducted in Australia, Canada, France,
Germany, New Zealand, Singapore, United Kingdom and United States.

To download the report, please visit http://www.mcafee.com/us/resources/reports/rp-risk-compliance-outlook-
2011.pdf




About McAfee, Inc.

McAfee, headquartered in Santa Clara, California, is the world's largest dedicated security technology
company. McAfee delivers proactive and proven solutions and services that help secure systems, networks,
and mobile devices around the world, allowing users to safely connect to the Internet, and browse and shop
the Web more securely. Backed by its unrivaled Global Threat Intelligence, McAfee creates innovative
products that empower home users, businesses, the public sector, and service providers by enabling them to
prove compliance with regulations, protect data, prevent disruptions, identify vulnerabilities, and continuously
monitor and improve their security. McAfee secures your digital world. http://www.mcafee.com
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